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PmtentanaprOche 

^ DruckfMhiffes SchutziBuster Kim Faisohun^aschutz von Doku- 
mentan^ das sovohl aln* visuella als auob elna maaohinalla 
EchtheitaprUrung arlaubt, dadurch ^akannzelohnat » da0 aina 
riUchi^ versprelzta Ecli thai tsinforoiat Ion im Schutzroustar 
enthaltan ist» 

2. Schutzroustar nach Ansprucli 1*« dadurch ^akannzalchnat , da0 
dla Echtheitsinformatlon aua ainem kodlartan alfanunarisolian 
Taxt bestaht* 



3. Schutzroustar nach Anspruoh 2,, dadurch crokannzaichnat, daO dar 

cfCM 

alfanumerischa Taxt ganz odar tailvalse aus Individuallan 
InTonnatlonan (2) basteht, durch dia aloh zval Dokumanta 
C^lalchar Art untarschaldan. 



Schutzomstar nach alnaa dar AnsprUoha 2. und 3^, dadurch 
kannzalchnat, daB dar alfanunarlscha Taxt binlir kodiart ist. 

5. SchutzBUstar nach alnam dar AnaprOdha bia h.^ dadurch so-^ 
kannzaichnat, dad dla Varspralaun^ dar Behthaltslnromatlon 
durch anainandar^fO^a FlKchanmustar (3) sasokldht, dla slch 
In Ihran optlsChaa U^nsohaftan ±m Baraloh das slohtbaran 
und / odar unalohtbaran Llchts untarschalden* 

6. Schutzbiustar nach alnas dar Anaprttcha t« bla 5»« dadurch g6m 
kennzalchnatf da0 as aua untarabhladllohan xualnandar c^^^^*^, 
fonalan odar blpolaran 71ttchanmustam (3)» Inabasondara Valsh- 
Karhunan-Lodva Baslsfuhktlonan zuaanraancrcsatzt lat» 

7. Schutzroustar nach alnam dar Anaprttcha 1# bla 6», dadurch 
kannzalchnaty da0 as sl6h auf alnar transparantan Kunatstoff- 
rolla barindaty dla Bd.t assrasslvasi Klabstoff untar DrucOc und 
Hltza auf dla zu achUtzandan Obaarf lll6han daa Dckuaiants ffa« 
bracht vlrd. 
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8* Schutsemustor nacb elnem der Anspriich* 1* bis 6,9 dadurch go^ 
Jcennzeichnetf dafi ob dlrekt bxlT das su schfitzende Dokument 
^druckt vlrd* 

9« Schutzmuster nach Anspraob 8., dadurch ^ekennzelchnety dafi 
das zu sehtttzende Dokument elne Banknote ^ ein Scheck oder 
ein Yertpapier ist* 

10» SctiutzBiuster nacli Anspruch ?• und 8«, dadurch gekennzeichnet, 
daO das au schiitzende Dokument ein PaObild oder ein Ausweia 
ist. 

11. Verfahren zur Bchtheitsprtifun^ dea Sohutzotusters nach einem 
der Anaprtiche 1* bis 10, mlt Hiife der Korrelationsdetektiont 
dadurch ^Aennzeichnet« dafi die KorreXation nit einem Digital* 
rechner aus^eftlhrt wird* 

1 2« Verfahren mar Sohtheitsprttf^un^ des Schutzmusters nach einem 
der AnsprQche I. bis 10. , dadurch sekannzeichnet » dafi eine 
Anordaun^ zur optischen Korrelation benutzt wird»' 

13, Verfahren zur Brzeu£iinir eines Schutzmusters nach einw der 
AasprO^ie 1.» bis 10. dadurch e^^s^^^^^^^^^^t Digital- 
reehner beomtat vird^ urn das Sohutzamteter auf da« Jtekumeat an* 
zupaaaan und das Dokument selbst oder eine Druckraatrize hier« 
fttr hersustellen. 
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Dr.-Xn^. Voirram Szepanski 
HarbachtalstraOe 21 
31 oo Aachen 

MaschlnelX prUrbares Schutzmuster Tttr Ookumente und 
Verraliren zur Birzeugiui^ tind Pjrtifun^ des Schutzntustara 



Die Erttndivng bezleht sicli auf elzi maechlnell prUTbarea Scbutz- 
muster fttr Dokument at das elne Uber die Pl&oHe dea Dolcumenta 
versprelzte Bchtheltslnformatlon enthftlt^ sowle auf Verfahren 
zur Erzeu^uxi^ des Schutzmusters und zu seiner BohtheltsprUfung, 

Unter dem Begxi^tf "Dokument" aollen hler P&ase^ IdentltHtskar- 
ten, Berechtleuncraauswelsey Kredltkarteut Schedks, Bahknoten» 
Vertpaplere und dgrl* veratanden warden. Aufgrund der velten Ver* 
breltun^ di.esar Dokumente und der nit Ihnen verbundenen Verte 
vurden berelta veraohledene KaOnahmen sum Sohuts vor Naohahmuni^en, 
Radlerun^n und aonstl^n TarrU achuna^en an^vendet* Ala beson* 
dera slcher kBnnen Dok%miente i^elten, deren Bchtheltamerknale nur 
schwer koplerbar oder verfftlschbar alnd und deren Unverfftlscht-* 
halt auf verachledenet von elnander unabhKn^lea Velaan und nit 
Serlngen AufVand geprUrt verden k8nnen« Dabel aollte der P&lschuncs-- 
scbutz vorzugsvelse elne elnfaoba vlaueXla Bobtheltaprlifun^ erlau^ 
ben, er aollte Jedoob auoli IHlr elne nasclilnella PrttTun^ durobi 
autoniatlaclie LeseffrSlte . ^eelgnet seln, um elne zwelte, von der 
vlsuellen Prllfun^ unabbftngiga Kontrolle zu ermttgllohen* Darttber- 
hlnaus elgnen alcli maschlnell pxHiTbare Dokumente ala Zah lungs** 
mlttel Itir Vexicaufs- oder Geldvecbselautomaten, ala Auavelae fUr 
autoraatlsolie Zugangskontrollen uav« und Uberall dort, vo elne 
gro0e Anzalil von Dokument en wle z« B« Baiiknoten oder Soheoks na* 
schlnell re^atrlert, sortlert oder eezlllilt werdan null. Geeenstand 
der Brrindung slnd desbalb ebenfalla eln Verraliren zur Heratellung 
von gescbiitzten Dokuraenten sowle Verfaliran zu Ihrar osaachlnellen 
EchttieltsprUfung. 
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Ufo Nnchalitnuii^en zu erschveren und Fftlschun^en leicht kenntlioh 

iiiaclien, werdan Dokuroente vielTach mit. einem Schutzrauster <iber« 
zoQon^ Am liMufigsten verwendet werden komplizierte Linienmuster 
(Guillocheii)f die zwar eine visuella BchtheitBpzKifuxi^ eriaubeit, 
die aber in der Regel nlcht maschinell lesbar sind» Dasselbe 
^ilt rtir Schutznuster rait einer dreidiinensionalen optischen 
Virkune^^ fClr die in den Ausle£^e«- und Ofrenle^ungaschrif ten 
(dE-AS 23 34 702 bzw. DT-OS 26 03 558) keinerlei Hinweise auf 
eino maschinelle Priifbarkeit gegeben werden. 

Voitor sind Verrahren zum Ookumentenschutz bekannt, <lie auX deia 
GriindccOaiiken basieren, daB bestimmce maschinell lesbare InFonna* 
tionoh Oder Harkierun^en Tilr einen Falscher unsichtbar «uf einea 
Dokuraent ati£:ebracht oder in ihm verborgen sind. Dies kann zum 
Uoisplel durch die Vorwendun^ von Hateriallen rait bestimmten elek- 
trischon, magnetischen oder optischen Ei^nschaTten erzielt wer- 
den* Ein dcrarti^r Doktimentenscliutz ist nicht ohne HeB^erilte 
nachwcisbar und kann ohne zusMtzliche Mafinahmen auch nicht viauelX 
Uberprltrt warden* ¥lrd die Exlatenz der unsichtbaren Markierun^ 
von einem F&laeher aber dennoch erkannt, so besteht die Gefahr 
einer Pftlachuni^ oder Kachahmung* 

Bs %rurde auch ein Radierschuts vorg^schla^n (dT-AS 23 30 905), 
bei den das Dokuraent von einer homogenen^ inroraationslo sen Schutz^ 
Hchicht bodeokt ist, die sich in ihren optischen Eigensch&rten 
von der Infomtatlonsdruckf^lw und vom Papier untersoheidet und 
die Radierversuche in einem I^se^erSt sichtbar werden IMOt. Nicht 
erfaOt werden duroh diesea Yerfahren alle die FUlschun^en, die 
ohno Badierun^en dadurch zustande konoen^ daO z* B* im Klartext 
auf das Dokument feachriobene Namensan^ben oder Zahlenwerte 
durch HinzufO^n von Buchatahen oder ZifTem ver&ndert werden* 

Es ist femer bekannt, sehr r^chun^ssichere Dokumente dadurch 
zu orzeu^^en^ daD man cine EchtheitsinTormation in Form einea 
Ilolo^ramms (DT-AS 25 Ol 60k und DT-AS 25 h6 OO?) oder eines in 
Xunststorr eingeprSgten, optischen Beu^une^sgittera (dT-AS 25 33 21k) 
auf einon Dokument anbrin^t* Ein schwieriges^ un^elSstes Problem 
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1st dabel die Erzeugung von kratz-, knlck- und knltterf eaten Holo- 
eramroen fllr Schecks und Banknoten, die fflelchzeltlff dttnn, hochfle- 
xibel und dauerbaft abnutzun^sfest eein nttssen. Da die bekannten 
holoeraphieeh eesieberten Dokumente entweder ^anz oder weni^etene 
an ihrer OberflSche aus Ktmststoff bostehen, kSnnen auOerdem Schwlo- 
rigkeiten entstehen, wenn die Dokumente nachtrttelieli beschrlftet 
Oder seatenpelt werden eollen. Bel der Massenherstellung von Do- 
kumenten wiricen sich die hohen Heratellungskosten fOr Holosramme 
zusMtzlieh nachteiliff aus. 

Aur^rund der genancten Mangel alnd die bieher bekannten Verfahron 
des Dokumentenscbutzes fttr bestimmte Arten von Dokumenten -ent- 
weder carnicbt oder nlebt Skononlsch anwendbar oder sle orfllllen 
ihro Schutzfunktlon nur unzureichend, Aufgabe der vorliecenden 
Erfindung ist es deshalb* einen maeidilnall prCifbaren PaischunffB- 
schutz fClr Dokumente anzugeben, der in einer bevorzugten AuefUh- 
run« auoh eine visuelle EchtholtaprUfune erlaubt, und der bel al- 
ien eineanes definlerten Dokumenten anwendbar let, ohno die ge- 
nannten Nachtelle blsher bekannter Schutzmethoden au besltzen. 
Be let femer Aurgabe der Erflndun^, VerTabren ansugeben, mit de- 
nen die Heratellung des Sobutses aowle aelne oasOblnelle PrUfung- 
mSglich ist. 

Die Omndidee zur LtSsung der Aufgabe bestebt darin, die «u sebttt- 
sende riSobe einee Dokumentea untrennbar mit einen Schutzmuoter 
su veraeben, dae eine kodlerte, ttber die gesamte «u aehtttzende 
Flttcbe verspreizte Sohthaitslnfomatlon enth&lt. Ale Bebtbeita- 
infomatlon eignen aiob dabel beliebige alfannmerisohe Texte. 
Brf indungagen&S wird die Kodlerung der Eebtbeitainformatibn und 
Ihre Versprelzung ttber die zu .sebfltsende FlKebe dadureb errelcbt, 
dafi die einzelnen alfanuaerlacben Zeioben zunttebat dureb die Sym- 
bol e eines zwei- oder mebrwertigen Kodes ersetzt werden. Dabel 
lat aua der Hacbrlcbtenteohnlk bekannt» dafl aloh ait einem h-etel- 
ligen und m-wertigen Kode Ham" verschledena Zelcben daratellen 
laaaen. Hit Hllfe einea aecbstelligen Blnarkodeo laaaen alcb so vsum 
Beispiel inageaamt H » 2^ » 6ll verachiedene Bacbstaben, Ziffem 
und Sonderzeicben kodieren, so daB Jedea dieser Zelcben durob 
n s 6 binilre Symbols dargeatellt wird. Jedem der n veracbiedenen 
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Kadesynbol* vlrd nun elnes von m untersohledlichen Pl&ctiezunustem 
zugeordneti dl* als optiacho Tr&^rslgnala fiir die entsprechendea 
Xodttsynbole verwandet verdon* Jedes alfanumerlsche Zaichen odar 
Sond«trzalohan kann aomit durch n flMchlir an^ordnata Plftchenntustar 
raprXsentiart wmrdmn^ Baataht dla Im Schatemuster su kodleronda 
EchthaitsinTormation aua Ic alfanumerlsohaa Zeichan, 00 ar^ibt aioh 
durch ayatamatlacha Anordnun^ dar alnzalnan, dla Kodasymbola ra- 
prKsentiaranden PiachanmuBtar aln zuaammanhfingandaa Soliutssniuatart 
das aus ina^aaamt k « n Flttchaninustern auT^abaut iat* 

Dpm £rflndun^0|r^<iankan Tolland wlrd nun vor^schlafan, dlesea 
Sohutanuatar daa zu achfitzenden Dokumant zu ttberla^rn und as nit 
ifaa auf i^aal^nata Valso untrennbaz* zu varblndan* Dla Halligkaita* 
varta von Dokumant tmd SchatziDuatar varblndan sicbi dabei zu alneni 
optisohan Gaaantaindruokt dar dam dar b^kannten Lrlniannmster Mhn- 
lich lat. Bal ainar vlsuallan Prttfun^^ auf thnrarfUlaohthelt vorden 
Manipulatlanan daa Dokumanta an Varlatzun^an da«^cliutzmuatara und 
as varfbtdartaa optiaohan Caaamtalndruck axtemit* Da daa Sehuts- 
ma tar nur aua vohldarinlartan Grundalanantan, nfimllcli dan ■ un- 
taraohiadlldhaa Piaohaninuatam auT^baut iat, IttBt aloli dla in 
Gchutzmuatar kodiarta BchttLaitainf'ormation durch Untarachaiduns 
dar ainsalnan Jattchananiatar maachlnall d^odiaron. Ein bal ainam 
PtfJLachunaffvarauoh Mnt^vtom FIftchannuatar ftjQirt zwaneallLun^ su 
oinar fahlarfaaft dakodlertan Bchthaitainromatlon^ ao daB dla 
Manipulation naachlnall aalbat dann axtcannt wlrd, vann dar optl* 
aaha Caaaat alnilmnk daa Dofcuaanta unvardftditl^^ arachalnt* 

Elnzalhaltan und waltara Xl^anadhaTtaa dar Erf Indun^ warden Im 
tol^exiAen anhand dar Zalchnuniran arlMutax^. 

Ba saltan 

Flff* 1 aliien Auaaclmltt ana elnem Dokumant ohna arrindunipa* 

^amflDaa Schntgwoatar 
FlK« 2 ala AmrtOurao^balaplal alnaa erTlndunea^^a^lLfian 

Sofautzonxatara 

Fl^« 3 alnan Auaachnltt aua alnaa Dokunant, daa durch aln 

arflndunir«cremlflaa Schutznuatar $aachtitzt lat. 
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Fiff* ^ 9 verschiedene Belsplele fOr die die Kodesymbole re«» 

pr&sentierenden FlKchenisuster 
Fiff, 10 eine Anordnun^ zur automatischen Echtheitsprttfun^ 

Fi^« 11 eine veitere Anordnun^ zur automatisohen Kohtheits«> 

pzHifun^ 

Fig. 12 eine Anordnung ziir Erzeugung: von Dokumenten mit or- 

findung-sgemftfiem Schutzmueter 

Fig, 1 zeifft einen Ausschnitt aus einem Dokument, das nit Ublichen 
FUschungsscbutzmitteln wle Wasserzeiphen, MetaJlfttden und dgl. 
versehen sein kann. Dabei ist auf einen Dokumententr&ffer 1, der 
aus Kunststorf bestehen kann, vorzugsweise aber aus Papier be- 
atehen soll» die das Dokuinent kennzeiohnende Xnfonnation in Form 
von Schrirtzeichen oder sonstigen Narkierun^^en aufgebracht« Die- 
se Information besteht veniipstens zun Teil aus einer individuel- 
len InTomiation 2, die ein bestitnmtes Ookunent von anderen Doku- 
menten der cfleicben Art unterscbeidett Bei Ausweisen sind dies 
vor allem die Ausveisnummert personenbezoffene Daten dee Auaveia* 
ihhabersy sovie Aus§rabes telle und Datum. In Fig. 1 besteht die 
indlviduelle Information 2 beispielsvelse aus Sohriftzeiehen^ die 
den Namen der Bank« die Konto* und die Sobeeknummer bezeiohnen* 
Vor allem diese indlviduelle Informaition ist rttlscbun^^serertfbrdet 
und sollte vorzugsweise ala Teil der Sobtheitsinformation in das 
Sehutzmuster einkodiert verden.Dies verbindert eine Fftlsobung der 
individuellen Information dnrch. HinzufClfen von Xlartextzeicben, 
da die Faisobung durcb Vergleicb mit dor dekodierten Information 
des Scbutzmustera erkannt vird« 

In Fig, 2 ist ein erfindungsgemftfies Sobutzmuster sobematisob dar^* 
£^estellt. Bs besteht beispielsweise aus der viederholten Anord- 
nung von h unterschiedlicben Fltt^henmustem 3^ die die Symbole 
eines hier viexverti^r angenommenen Kodes reprasentieren* Selbst- 
verstMndlich sind aucb beliebige andere Kodierungen inkluslve 
kryptographischer Versohlttsselun^n anvendbar. Zur Reduzierun^ 
des Aufiranda bei der Herstellung und Prttfung des Sohutsmusters 
vird vorzugsveise ein binMrer Kode vorfreschla^en* 
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Die untersoULedllohen FlMohenmuster slnd In F±s» 2 durch tmttt3>* 
0Ohl«dliche Sobraffierun^n ^kennzelehnet und dabei so an^eord-^ 
nmtp da0 m±m aln Schutzosuster bilden, das dl« gesamte su sohatzen- 
de DolcumentenTlKolie bedeokt. Zusfttsllcb su den FlMchenniusterti 3 
w«rdon Marklerungen 4 vorgeaehen, dla zum Lesen und Dekodierea 
dar in Sehutemuater enthaltonan Eobthaltainformationen bentftlgt 
warden* 

3 zalgt aln arrindungafemllfl faacbiitataa I>okument 5f bel den 
die Indivldualla Information 2 Bestandtell der Bcbtheitainfomia- 
tlon lat und in kodiarter Form ttbar die Flttoba dea Sohutsmuatara 
varapraiat iat« Die untrannbaara Yarbindung von Dokumant und Sobutz- 
muater kann' vorzugaweiaa durob Obardxnickan dea Ookumanta gaaeba** 
ban* Bine andara Art der Varbindung zaigt Fif. 9 ala at ark var* 
grIIOartan Queraobnitt durob ain Dokumant* AuT einan Dokumantan- 
trilgar 1^ auf dan aina individual! e Information dim Klartaxt auT* 
gadmokt iatt vird odLt fiilfa alnea aabr agraaaivan Klabatoffaa 10 
adLna dUnnay tranaparante Kunatatoffolia 9 auTgabracbt, die vor* 
bar. auT ibrar dam Dc^aaMnt sugairandtan Saita mit ainam arfln* 
dungaganiBfien Sdbutznniatar badruckt vurda* Durob Druok und Hitza 
Iftfit aicb die KunatatofTolia 9 untrannbar mit dem Dokumentantrft* 
gar 1 varbinden* 

Die Flftcbanmuatar S^aua danan daa Scbutzmuatar gebildet vird, 
beataban ibraraaita aua mindoatana zvai Artan von Raataralafluntan 
6f 7 Kit uataraobiadlicban Kanaxiona* und / odar Tranamiaaiona* 
und / odar Flnotraazanzaiganacbaftan ia aiobtbaran und / odax^ tm- 
aic&tbaran ^lldaa Llcbtapaactruma« So kttrman mat Baiapial in ai^ 
miibrfax^iga and vara6biadan atrukturiarta Flftebanmuatar arzeugt 

vardan^ dia aovobl bai ainar visuaXlan ala aueb bai ainar maacbi' 
nallan ItebtbaitaprttTung mit optiscban MitteJLn untaraotbiaden irar* 
dan kBnnan^ Vm dla Siobartiait daa 5cbut»Buatax*a waitar zu vargr5-> 
Oarut laaaan aicb cuaEtsliob andara Prttfteatbodan anwand«t« So 
kOnnan zum Balapial untaracfbiadlioba Flftobanmuatar 3t die untar» 
adbladlioban Kodaaymbolan antapracban^ "durcb Zuatttza zur Druck- 
farba audb magnatiaob uataracbaidbar comaobt warden* fiiardurcb 
vird aina Kaobabmung daa Sctbutzmuatara durdb ainan optiaoben K6« 
piarvorgang vazbiadart* 
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In Fl^« k bis Plf • 8 slnd versohiedene Auflftlhrun^abaiapiele ftlr 
dim FlficheniBuster 3 dar^estellt* Die Bo^anzun^alinie alnselnar 
Flftchenmuatar kann dabai bailable varlaufan^ aia kana s. 
quadratlachf rechtecklff« aechsacki^ odar mrrngBlaHQig via in 
Fig* 7 sain. ZwackmKBig^ ^mrden Jadoob aoloha Bafframtun^slinian 
bevorzufft^ dia ain lUckenlosaa Anainandarftl^n dar FXKchaninuater 
amaffllchan. Cbenso aind dia Form und Or50a dar mindastens scwei 
Artan von untarsohiadliohan Rastaralamantan 6, 7 baliabi^« 

i 

Sind die Schriftzaichen, Mai^ciarun^n und bildlicban Darstallun^an 
aines Dokumants abanfalla ^rastart^ so kOnnea dia RastaraXomen-. 
ta 6^ 7 dar FlMcbenmustar 3 auT boliebi^a Vaisa mlt dan Raster* 
alanenten der Sehrif taalchanf Karkierun^n und blldliohan Bax^ 
stalluneen varschachtelt sein, via dies an einan Beispiel in Fi^. 8 
gezei^ i8t» Die Raaterelemente 6f 7 k&nnen abar auoh direkt dam 
Bruckbild dar Sobrirtzeioben^ Markierunffan und blldliohan Barstel-- 
lun^ran Ubarla^art verden* Babel warden die Hellic^ltsverte des 
ursprlln^lichen Bruckbildea verttndert* Xha Verdeokun^n des Bruck* 
blldes zu vermeiden, mflssen Helli^eltsireartep OrQBe und Form der 
Rastarelemante dem zu scbtttzenden B<dcuoient an^epaftt warden* 

r 

Zur Kodlerunc der Behtheltslnfomatloa besonders eeelenete , Flft-> 
chenmuster 3 aind ^wlsse» orthoeoiiflJ.e Karhunen^Loire Baslsfunk- 
tionen, die nan durcli elne Kaxluinen^-Lolve Ortbo^nalserlegun^ des 
zu scbtttzenden Bokuments ^wlnnt* XU.e Tbeorle der Ortboironalzer^ 
legun/iT Ton Funktionen let aus der Mathematlk bekannt und wird In 
der Kachricfatentechnlk auT Slgnale an^ewendet. Klnzellielten zu 
einer darartiean Anpaseun^ der Flftohennuster 3 en die zu aobUtzen* 
den Bokumente sind in dem Artikel A Si|pial Theoretic Method Tor 
Creating Forgery Proof Bocuments Tor Automatic Verification*, 
Proceedings o£ Ca3S%ian Conference on Crime Countermeasnres , 
University of Kentucky^ Lexin^on, |6« - 18^ Mai 1979» Seite 101 - 
1D9f zu finden» 

Bie Verwendioi^ von ffewissen* schaohbrettartigea' Kaziumen-LoAve 
Baaisfunktlonan ermdslicht wa^an dar Crtho^nalltKt der Basis- 
fUnktionen einerseits elne optimale Vnterscheidbazkelt untersohied- 
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Xiober Flllohoiumstar und ^awtthrlelDtet elna besondera sttfruneo^* 
flndlioho IMlokcavlnniiii^ der Im Schutsmuster anthaXtenen Eehthaita- 
Infomatloa* l^;hnllcba Brffafaniaaa vardan dureh dia Varwandun^ von 
aohaalibrattartiffaa Valsh«Funktionan als Flftchannmstar 3 arzialt* 

Flf, 12 Btallt alna Anordnun^ dar* mit dar dla tilr aln Dokument 
optimal an FlAelianimistar bastiaat und ain Dokumant rait dam arfln* 
dun^B^aaittBan Sohutzmustar varaaban werdaa kann* Dar DokumantentrH- 
gmr I vird suaainaan mlt dar su schtitxandan individuellan Inforna- 
tlon 2 durcb aln optlschaa Systam 11 und alnon opto**alaktrl8cban 
Vandlar 12 s« il« sallanvalaa abffataatat^ JQdLr den Halll^altswar- 
tan antapraoliaadan alaJctrlMhan Sl«nala varden durcb dan Analoff- 
Dli^ltal-lTasat ear 13 disltallalart mid adit Hlira das 01^1talracb- 
nara l4 In ortboironala Xarbunan-Lodva Baslarunktlonan aarla^, 
Ala £9^±£;n^tB FlKobanmustar wardan dla Baalsruiiktlonan aus^avKbltf 
daren*2arlasune«lcoamslantan dla earing tan Varlanzen bealtsan. 
Blna ala a lfl a nUm a r lachar Taxt Ubar dla Taatatur 29 alnga^bana 
Mbtiialtalnfomtlon vlrd durob dan Digitalraobnar l4 nacSi alnam 
▼oxvatsabanan Xoda^ s« B« blnfir^ Icodlart* Dla Kodaaymbola dar ao 
kodlartan JM&tbalialnToznatl^n vardan vm Dl^talraefaaar aaaeblla* 
tend durcb dla auac«^rtD>ltan Fiaebanmuatar araatat und dan digital 
^apalobartan KalUgkal^svartan daa uraprlbic^c^an IMonanta au- 
a a— < n sit alnar I^eaaBazklaraicr 4 ffi»arla«art* ITacii alnar JOd^tal- 
Analoc-VnaatBUflttf Jcann daa arf ladun^aeaslKA e^acbUtata Doknmaxrt von 
alnaoi al^ctro^-^iitlaebaa Vandlar 24 antwadar muT alnan ll^sbtaaipriBd- 
lldfcan IMaiBian«aatr«car odar auT alna Oruakmatrlaa auTKaaalobnat 
vardan* Una a^lloba Aawandun^ llir dla Aaordnun^ dar 12 llat^ 

balaplalavalaa darln« aln Pa0f oto alt alnam Sobutanuatar au Obar-^ 
la^m« daa dla paraonanbaao^anan Batan daa Auawalsliibabara la 
kodlartar Fom anthftl^,. AuawalarsXsobungan durob Auatauabb daa 
Faflrotoa vardaa ao varblndart* 

Fic# 10 aal^t alna Aaordnun^ aur KcfbtlLaltaprOTunflr ^InBB Dokxnaa- 
taa 5# daa mlt ^alnaa arrinduaea«amUatt Scbutsnuatar varaaban lat# 
Sla lat bla mat dla Taatatur Zi und dan alalctro^ptlaeban Vandlar 
2*» an daaaan Stalla dla airazmmarlseba Anaal«a 15 trltt^ IdantlaA, 
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Die Unteraeheidun^ der den Kode symbol en entspreelienden Flttclien«» 
muster erfol^ Im M^talreohner l4 mit ELltm der Korrelatione* 
detektion, elnem VerTahren^ das aus der KaohriclLtentechnik und 
der Hustererkennun^ bekannt let. Hlerbel vird die berelte er- 
v&hnte Marklerun^ h zur Syndbronieation des Abtastara venrendet* 
Naoh der Bekodierun^ vlrd die im SehutanDuster enthaltene Infor«- 
mail on in der Anzel^ T5;M£pMel^« Fiasohun^en lassen alcli duroh 
Ver^leich mlt dem Klartextaufdruok dea Dokumente ex-kennen* 

Fiff. 11 zel^ scbematiscb elne vedLtere Anordnun^ zur SchtbeltsprU- 
run^ einee Dokunentes 5 mit Sobutzmuotery die anf dem Prinzip der 
optischen Korrelation berubt* Zur Verelnfaobung der Besobreibun^ 
aei an^enonaen, daO daa Sobutzmuster binttr kodiert# Daten entbttlt» 
die mit nur einem einzis«& FlEobenmuater darffestellt aind. Dieses 
FlAchennuster ist Je naob Kodesymbol poBiti-r oder negativ (inver* 
tiertj^(^ Sebutzmuster entbalten. Dae Dokuaent 3 .b^^^ndet aieb in 
der vorderen Brennebene der Linae 17 und vird dax^ eine kobArente 
Licbtquelle 16 belauol]itet« In der binteren Brennebene der Linse 17 
und ffleitibzeiti^ in der vorderen Bn^ebene der Linae 19 befindet 
aieb ein Hologrann 18 dea datentra^enden FlKobenmuatera* Die in 
der binteren Brennebene dar Linae 19 auT einer lUttaobeibe 21 ent- 
stebenden Helli«keitsTerteilwi««ii antbalten die AniidkorreLation 
der Fia^benmueter mit poeitiren oder negativen Tortfei^ban, Um die 
bintren Xodeaymbole am Yorzei6ben d^ Autokorrelation zu unter- 
8cbeiden» vird die Katteobeibe «leid&zeitiir durqb a^an kobllrenten 
Referenzstrabl 20 beleucbtett der eine Auaitts^un^ derjenigen IIel« 
liekeit0YerteiIuns«ii bevirld^p^'.die ne^ibiyan Soxv^flfitionairerten 
entaprecben. Die binter 4ia#'r l^oehbiit^ 

det^toren 23 vandeln die Hell^Dubkel-yerteilune Iz( i^lektrisobe 
Sisnale, die von einem Analog^Di^tal-IhuBetzer 13^d£gitaliaiert 
und vo» Di£^talre6bner 1% dekodiert and in der alfvinumeriacben 
Anzei^ 15 anires«i«rt verden» 

In der Errindun^ vird ein neoarti^a Scfhutzmuatar^ai^ daa 
einan Mbnlicben Sdiuts vor Fftlaobun^ biatat, via^^lil^ BblograHft, 
daa Jedoob im Gegensatz zu RoIograflBiaa druckteebniatab auf einem 
Dtfkument an^braobt warden kann und yieiaeitiifer einaetsbar iat 
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al0 Holo^ravaia* erfindunirsettmllOA Schutzmustttr arlaubt auBer-> 

deal eln« vlstMlIa Schtheltaprttf^in^ und kasm dureh zusKtsliche 
MftanjJtman via mgnatiach vlrksaaa DruolcTarban vor alnar optischan 
Nftohahflninff ffaaehtttat vardaa, Bs atallt aomit aine waaantlloha 
£rwalterun^ dar blsher balcannt an Ma thodan zum Fmsohun^sachuts 
von Dokumantan dar« 
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MECHANICALLY TESTABLE PROTECTIVE PATTERN FOR DOCUMENTS AND 
METHOD FOR PRODUCTION AND TESTING OF THE PROTECTIVE PATTERN 



Applicant: Szepenski, Wolfram 

Inventor: Szepenski, Wolfram 

Claims 

1 . Printable protective pattern for forgery protection of documents, which permits both 
visual and mechanical authentication, characterized by the fact that surface-straddling 
authentication information is contained in the protective pattem, 

2. Protective pattem according to Claim 1, characterized by the fact that the 
authentication information consists of a coded alphanumeric text 

3. Protective pattem according to Claim 2, charactOTzed by the fact that the alphanumeric 
text consists fully or partially of the individual information (2), through which two documents of 
the same type are distinguished. 

4. Protective pattem according to one of Claims 2 and 3, characterized by the fact that the 
alphanumeric text is binary-coded. 



* [Numbers in the margin indicate pagination of the original text.] 
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5. Protective pattern according to one of Claims 1 to 4, characterized by the fact that 
straddling of the authentication information occurs by surface patterns (3) joined to each other, 
which differ in their optical properties in the region of visible and/or invisible light. 

6. Protective pattern according to one of Claims 1 to 5, characterized by the fact that it is 
composed of different bipolar surface patterns (3) or surface patterns orthogonal to each other, 
especially Walsh or Karhunen-Loeve base functions. 

7. Protective pattern according to one of Claims 1 to 6, characterized by the fact that it is 
situated on a transparent plastic fihn, which is applied under pressure and heat to the surfaces of 
the document being protected with an aggressive adhesive. 

8. Protective pattern according to one of Claims 1 to 6, characterized by the fact that it is 
printed directly on the document being protected. 

9. Protective pattern according to Claim 8, characterized by the fact that the document 
being protected is a bank note, a check or security. 

10. Protective pattern according to Claims 7 and 8, characterized by the fact that the 
document being protected is a passport or identification. 

11. Method for authentication of the protective pattern according to one of Claims 1 to 10 
by means of correlation detection, characterized by the fact that the correlation is conducted with 
a digital computer. 

12. Method for authentication of the protective pattern according to one of 
Claims 1 to 10, characterized by the fact that an arrangement for optical correlation is used. 

13. Method for production of a protective pattern according to one of Claims 1 to 10, 
characterized by the fact that a digital computer is used, in order to adjust the protective pattern 
to the document, and to produce the document itself or a printing matrix for it. 

The invention concerns a mechanically testable protective pattern for documents, which 
contains authentication information that straddles the surface of the document, as well as a 
method for production of a protective pattern and its authentication. 

The term "document" is understood here to mean passports, identity cards, authorization 
papers, credit cards, checks, bank notes, securities, etc. Owing to the widespread use of these 
documents and the value connected with them, various measures to protect against imitation, 
erasure and other forgery have already been used. Documents whose authentication features are 
difBcult to copy or forge, and whose authenticity can be checked in different ways independent 
of each other at low cost, are considered particularly secure. The forgery protection should then 
preferably pemit simple visual authentication, but should also be suitable for mechanical testing 
by automatic readers, in order to permit a second check independent of visual examination. 
Moreover, mechanically testable documents are suitable as means of payment for vending or 
money exchanging machines, as identifications for automatic access controls, etc., and anywhere 
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a large number of doc\iments, like bank notes or checks, must be mechanically recorded, sorted 
or counted. The object of the invention is therefore also a method for production of protected 
documents and a method for their mechanical authentication. 

To hamper imitation and to make forgery easily recognizable, documents are often coded 
with a protective pattern. Complicated line pattems (guilloche) are most often used, which do 
permit visual authentication, but generally are not mechanically readable. The same applies for 
protective pattems with a three-dimensional optical effect, for which no indications of 
mechanical testability are mentioned in the Examined and Unexamined Patent Applications 
(DE-AS 23 34 702 and DT-OS 26 03 558). 

Methods for document protection are also known which are based on the fimdamental 
idea that specific mechanically readable information or markings are applied to a document 
invisible to a forger or are concealed in it. This can be achieved, for example, by using materials 
with specific electrical, magnetic or optical properties. Such document protection is not 
detectable without measurement instruments, and also cannot be visually checked without 
additional means. However, if the existence of the invisible marking is recognized by a forger, 
the hazard of forgery or imitation exists. 

Erase protection has also been proposed (DT-AS 25 30 905), in which the document is 
covered with a homogeneous protective layer firee of information, which differs in its optical 
properties fiom the information printing ink and fi-om the paper and reveals attempts at erasure in 
a reading device. All forgeries that come about without erasure, owing to the fact that alterations 
are made, for example, in the clear text of name information or numerical values written on the 
document by addition of letters or numbers, are not detected by this method. 

It is also known to produce highly forgery-proof documents by applying authentication 
information in the form of a hologram (DT-AS 25 01 604 and DT-AS 25 46 007) or an optical 
diffraction grating embossed in plastic (DT-AS 25 55 214) to a document A difficult, unsolved 
problem is then the production of scratch-proof, nonbuckling and crease-proof holograms for 
checks and bank notes, which must simultaneously be thin, higjily flexible and permanently 
wear-resistant. Since the known holographically secured documents consist either entirely of 
plastic or consist of plastic on their surface, difficulties can also arise when the documents are to 
be subsequently written on or stamped. In mass production of documents, the high production 
costs for holograms are an additional shortcoming. 

Because of the mentioned deficiencies, the previously knovra methods of document 
protection are either not applicable at all for certain types of documents or are not economical, or 
they only insufficiently fiilfill their protective fimction. The task of the present invention is 
therefore to provide mechanically testable forgery protection for documents, which in a preferred 
variant, also permit visual authentication, and which can be used in all the documents defined at 
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the outset without having the mentioned drawbacks of previously known protective methods. 
Another task of the invention is to provide a method with which the production of the protection 
and its mechanical testing are possible. 

The basic idea to solve the task consists of providing the surface of the document being 
protected with an inseparable protective pattern, which contains coded authentication 
information that straddles the entire surface being protected. Any alphanumeric text is suitable as 
authentication information. Coding of the authentication information and the straddling of the 
surface being protected is achieved according to the invention in that the individual 
alphanumeric characters are initially replaced by the symbols of a two- or multivalue code. It is 
known from information technology that N = m" different characters can be represented with an 
N-place and m- value code. By means of a six-place binary code, for example, a total of 
N = 2* = 64 different letters, numbers and special characters can be coded, so that each of these 
characters is represented by n = 6 binary symbols. One of m different surface patterns is now 
allocated to each of the m different code symbols, which are used as optical carrier signals for 
the corresponding code symbols. Each alphanumeric character or special character can therefore 
be represented by n surface patterns arranged on the surface. If the authentication information to 
be coded in the protective pattern consists of k alphanumeric characters, a coherent protective 
pattern constructed from a total of k - n surface patterns is obtained by systematic arrangement of 
the individual surface patterns representing the code symbols. 

According to the idea of the invention, it is now proposed to superimpose this protective 
pattern on the docimxent being protected and attaching it inseparably by appropriate means. The 
brightness values of the document and protective pattern are then combined to an overall optical 
impression similar to the known line pattern. During visual examination for authenticity, 
manipulations of the document are recognized in damage to the protective pattern and the altered 
optical overall impression. Since the protective pattern is constructed only from well defined 
base elements, namely, the m different surface patterns, the authenticity information coded in the 
protective pattern can be mechanically decoded by distinguishing the individual surface patterns. 
A surface pattern destroyed in an attempt at forgery necessarily leads to incorrectly decoded 
authenticity information, so that the manipulation is even recognized mechanically when the 
overall optical impression of the document appears unsuspicious. 

Details and additional attributes of the invention are explained below with reference to 
the drawings. 

In the drawings 

Figure 1 shows a cutout from a document without the protective pattern according to the 
invention 

Figure 2 shows a practical example of a protective pattern according to the invention 
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Figure 3 shows a cutout from a document protected by a protective pattern according to 
the invention 

Figures 4-9 show different examples for the surface patterns representing the code /7 
symbols 

Figure 10 shows an arrangement for automatic authentication 
Figure 1 1 shows an additional arrangement for automatic authentication 
Figure 12 shows an arrangement to produce documents with the protective pattern 
according to the invention. 

Figure 1 shows a cutout from a document that can be provided with ordinary forgery 
protective means, like watermarks, metal threads, etc. In this case, the information characterizing 
the document is applied in the form of written characters or other markings to a document carrier 
1, which can consist of plastic, but preferably consists of paper. This inforaiation consists at least 
partly of individual information 2 that distinguishes a specific document from other documents 
of the same type. In identifications, this information is mostly the identification number, 
person-related data of the identification holder, as well as issuing office and date. In Figure 1, the 
individual information 2 consists, for example, of written characters that denote the name of the 
bank, the account and the check number. It is this individual information above all that is 
threatened by forgery and should preferably be encoded as part of the authentication information 
in the protective pattenL This prevents forgery of the individual information by adding clear text 
characters, since forgery is recognized by comparison with the decoded information of the 
protective pattern. 

A protective pattern according to the invention is schematically depicted in Figure 2. It 
consists, for example, of the repeated arrangement of 4 different surface patterns 3, which 
represent the symbols of a code that is assumed to be a four-value code here. Naturally, any other 
codes, including cryptographic codes, are also usable. To reduce expense in production and 
examination of the protective pattern, a binary code is preferably proposed. 

The different surface patterns are marked in Figure 2 with different shadings and /8 
arranged so that they form a protective pattern that covers the entire document surface being 
protected. In addition to the surface patterns 3, markings 4 are provided, which are necessary for 
reading and decoding of the authenticity information coritained in the protective pattern. 

Figure 3 shows a protected document 5 according to the invention, in which the 
individual information 2 is a component of the authenticity information and straddles the surface 
of the protective pattem in coded form. The inseparable connection of the document and 
protective pattem can preferably occur by overprinting of the document. Another type of 
cormection is shown in Figure 9 as a strongly enlarged cross section through a document. A thin, 
transparent plastic film 9, which was printed on its side facing the document with a protective 
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pattern according to the invention beforehand, is applied to a document carrier 1, on which 
individual information is printed in clear text by means of a very aggressive adhesive 10. The 
plastic film 9 can be joined inseparably to the document carrier 1 by pressure and heat. 

The surface pattern 3, from which the protective pattern is formed, consists, in turn, of at 
least two types of grid elements 6, 7 with different reflection and/or transmission and/or 
fluorescence properties in the visible and/or invisible part of the light spectrum. For example, 
multicolored and differently structured surface patterns can be produced that can be 
distinguished by optical means both during visual and mechanical authentication. To further 
increase the security of the protective pattern, other test methods can additionally be applied. For 
example, different surface patterns 3, which correspond to different code symbols, can also be 
made magnetically distinguishable by addition of printing inks. This prevents imitation of the 
protective pattern by an optical copying process. 

Different practical examples for the surface pattems 3 are shown in Figures 4 to 8. The 19 
boundary line of individual surface pattems can then run in arbitrary fashion, for example, it can 
be square, rectangular, hexagonal or irregular, as in Figure 7. However, those boundary lines that 
permit gapless joining of the protective pattems are expediently preferred. The shape and size of 
the at least two types of different grid elements 6, 7 are also arbitrary. 

If the written characters, markings and images of a document are also mdexed, the grid 
elements 6, 7 of surface pattern 3 can be interlaced arbitrarily with the grid elements of the 
written characters, markings and images, as shown in the example in Figure 8. The grid elements 
6, 7, however, can also be superimposed directly on the printed image of the written characto^, 
markings and images. The brightness values of the original printed image are then altered. To 
avoid occultations of the printed image, the brightness values, size and shape of the grid 
elements must be adapted to the document being protected. 

Particularly suitable surface pattems 3 for coding of authenticity information are specific 
orthogonal Karhunen-Loeve base fimctions obtained by Karhimen-Loeve orthogonal 
decomposition of the docimaent being protected. The theory of orthogonal decomposition of 
functions is known from mathematics and is applied to signals in information technology. Details 
concerning such adaptation of the surface pattems 3 to the docxunents being protected can be 
found in the article "A Signal Theoretic Method for Creating Forgery-proof Documents for 
Automatic Verification", Proceedings of the Camahan Conference on Crime Countermeasures, 
University of Kentucky, Lexington, 16-18 May 1979, page 10-109! 

The use of specific checkerboard Karhimen-Loeve base fimctions, because of the 
orthogonality of the base fimctions, permits, on the one hand, optimal distinguishability of the 
different sxirface pattems and guarantees a particularly disturbance-insensitive recovery of the /lO 
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authenticity information contained in the protective pattern. Similar results are achieved by using 
checkerboard Walsh functions as surface patterns 3. 

Figure 12 shows an arrangement with which the optimal surface patterns for a document 
can be determined and a document provided with the protective pattern according to the 
invention. The document carrier 1 is scanned by line, together with the individual information 2 
being protected, by an optical system 11 and an optoelectronic transducer 12. The electrical 
signals corresponding to the brightness values are digitized by analog-digital converter 13 and 
decomposed to orthogonal Karhunen-Loeve base functions by means of a digital computer 14. 
Base functions whose decomposition coefficients possess the least variances are chosen as 
appropriate surface pattems. Authenticity information entered as alphanumeric text via keyboard 
25 is coded by the digital computer 14 according to a stipulated code, for example, a binary code. 
The code symbols of the authenticity information so coded are then replaced by the selected 
surface pattern and superimposed on the digitally stored brightness values of the original 
document, together with a reading mark 4. After digital-analog conversion, the protected 
document according to the invention can be recorded by an electro-optic converter 24 either on a 
light-sensitive document carrier or on a printing matrix. One possible application for the 
arrangement of Figure 12, for example, lies in the fact that a passport photo is superimposed with 
a protective pattem that contains the personal data of the identity holder in coded form. 
Identification forgeries by replacement of the passport photo are thus prevented. 

Figure 10 shows an arrangement for authentication of a document 5 provided with a 
protective pattem according to the invention. Except for the keyboard 25 and electro-optic 
converter 24, m whose place the alphanumeric display 15 appears, it is identical. The distinction 
of the surface pattem corresponding to the code symbols occurs in digital computer 14 by means 
of correlation detection, a method known firom information technology and pattem recognition. 
In this case, the already mentioned marking 4 is used for synchronization of the scaimer. After 
decoding, the information contained in the protective pattem is displayed in display 15. Forgeries 
can be recognized by comparison with the clear text printout of the document 

Figure 1 1 schematically depicts another arrangement for authentication of a document 5 
with a protective pattem based on the principle of optical correlation. To simplify the 
description, it is assumed that the protective pattem contains binary-coded data, which are 
represented only with a single surface pattem. This surface pattem is contained in the protective 
pattem according to the code symbol positive or negative (inverted) or rotated by 90**. Document 
5 is situated in the fi-ont focal plane of lens 17 and is illuminated by a coherent ligjit source 16. A 
hologram 18 of the data-carrying surface pattem is situated in the rear focal plane of lens 17 and 
simultaneously in the fi-ont focal plane of lens 19. The brightness distributions developing in the 
rear focal plane of lens 19 on a glass screen 21 contain the autocorrelation of the surface pattem 



with positive or negative signs. To distinguish the binary code symbols in the sign of the 
autocorrelation, the glass screen is simultaneously illuminated by a coherent reference beam 20, 
which causes extinction of the brightness distributions that correspond to negative correlation 
values. The photodetectors 23 applied behind a perforated screen 22 convert the light-dark 
distribution to electrical signals that are digitized by an analog-digital converter 13 and decoded 
by digital computer 14 and displayed in the alphanumeric display 15. 

A novel protective pattern is mentioned in the invention, which offers protection against 
forgery similar to a hologram, but in contrast to holograms, can be applied by printing to a 
dociunent and is more versatile than a hologram. The protective pattern according to the 
invention also permits visual authentication and can be protected by additional expedients, like 
magnetically active printing inks, from optical imitation. It therefore represents a significant 
expansion of previously known methods for forgery protection of documents. 
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